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BJSOS^Igi This regulation prescribes security standards 
for areas and buildings, establishes responsibilities, 
and sets forth security procedures to be followed. 
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1. PURPOSE 

The purpose of this regulation is to prescribe standards, responsibilities, 
and procedures for maintaining the security of areas and buildings which are 
controlled by this Agency and which are within the continental Halts of 
the United States. 

8. STANDARDS FOR AREAS 

a* General 

So pictures will be taken of any CIA areas unless permission is granted 
by the Director of Security. 

b. Secure Areas 

An area will be designated as a Secure Area when the perimeter security, 
physical structure, confines, or controls constitute sufficient safe- 
guards so as to preclude unauthorised entry in the absence of guards; or, 
where guards are on duty, the security controls constitute deterrents 
sufficient to allow a guard, to arrive at the specific area in time to 
prevent unauthorized entry. 

e. Ree trie ted Area 

Any room, group of rooms, building, or installation which contains 
classified matter or information of a highly sensitive nature may be 
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desi gna ted by the Director of Security os a Restricted Area, after aaxl- 
9m procedures to protect the classified matter or information, 
txA to control entrance and movement of personnel into, from and within 
the area, have been established. 


3* STANDARDS FOR BUIIDIMGS 


a. 


b. 


3S*e Director of Security establishes the security requirements for Agency 
buildings. These requirements vary with operational and administrative 
needs. Therefore, the Director of Security or his designee must approve 
the acquisition and occupancy of every building in the m etrop olitan area 
of Washington, D. 

**iorto the acquisition or occupancy of any building, or prior to any 
alteration or repair involving construction work to such facilities as 
hare been acquired, the Director of Logistics, in collaboration with the 
Operating Official* concerned, shall request review of the proposed 
action by the Director of Security and approval or reconsaendations as to 
the security aspects of the acquisition, occupancy, alterations be- 
fore any action is initiated. 


25X1A 


k. RESPONSIBILITIES 
a. The Director of Security 

The Director of Security is responsible for the physical security of the 
Agency. Se will develop and enforce security regulations governing en- 
trance and exit requirements. Be is responsible for either supplying 
qualified Security Officers or adequately training personnel to serve in 
that capacity at domestic and overseas installations. 

(1) Right Security Officers 


A staff of Night Security Officers has been organized to perform 
such security duties and functions as may be directed by the Director 
Security, during nonworking hours, Monday through Friday, nnrf on 
a 24 -hour basis cm Saturdays, Sundays, and holidays. The Night 
Security Officers will cond uc t after-hours security inspection of 
CIA installations, make security checks of safes and offices, in- 
spect toe contents of desks, tables, or other nonsecured equipment 


Operating Officials include » Chiefs of Senior Staffs and Area Divisions 
under Jurisdiction of the Deputy Director (plans); Assistant Directors 
undw Jurisdiction of the Deputy Director ( Intelligence )| and Chiefs of 
Staffs, toe Ccoptrollar, toe General Counsel, and Directors of Offices 
under Jurisdiction of the Deputy Director (Support). 
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for Improperly stored classified matter, handle violations such as 
Improperly secured storage containers and exposed classified matter, 
perform specialized technical security functions, resolve security 
problems which arise after hours, discharge special security assign- 
ments , and prepare reports related to the foregoing activities. 

b, Operating Officials 

Operating Officials authorized to acquire additional space or to alter 
the physical aspects of existing space will notify the Director of Security 
of the contemplated acquisition or alteration. Such notice should be 
given in writing far enough in, advance of occupancy that the security 
aspects of such contemplated facilities can be thoroughly developed. 

Surveys of the proposed space will be made by representatives of the 
Director of Security, together with representatives of the Office of 
Logistics and the office for which the space is being acquired. A 
written report containing instructions conmensurate with the security 
aspects of the activities to be housed in the proposed space will be 
submitted by the Office of Security to the Office of Logistics and to 
the occupying offices. Prior to actual occupancy, the Office of Security 
will make a final inspection to determine that the security requirements 
have been complied with. 

c . Guards 

Public Building Guards assigned to CIA facilities are employees of the 
General Services Administration, and In the performance of their police 
security functions they are under the direct control and supervision of 
the Director of Security. SO employee, other than the Director of Security, 
or his designated representative, shall Issue orders, assignments, or 
special instructions to any Guard. The general duties of the Guards are* 

(1) Controlling persons entering or leaving CZA facilities in accord- 
ance with authorized admission and exit procedures. 

(2) Making periodic patrols and inspections of the buildings and 
facilities after working hours for the purpose of checking safes ••"Hi 
mndoWs aai, inspecting tops of desks and other equipment for ex- 
posed classified matter. 

( 3 ) Reporting security violations observed to the Director of Security 
through the Captain of the Guards. 

(k) Performing, in addition to the foregoing duties, the normal guard 
duties and functions pertaining to fire, disaster, accident, or 
other emergency. 
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d» Receptionists 

**• ^Ssaisstion&lly responsible to the Director 
^ unctlon receiving, proceJSn^ 

1st out of Agency facilities, ffi* Beception- 

iSlS SS Se ^sfSrTSSJ? 3 * * * * 8 * * *?S * ° mce to *• vlefteTe^ 

Vis it axeaaintain^d!^ * * ad that appropriate records of the 

5* AEMITT&ICE TO AMD DEPARTURE JRCM BUILDISOS OR AREAS 
A, General 

?^T U, J! r ® ?$* P ® naitt * d ln CIA facilities. They may 

S^ny^Ss^vSIe^Sif ^ 0,1 d S^ tWe fr0B «» *»tellItX. 
^mciS^attef?J^a°Slii^S vi *“ e ST 

aeats vith respect to these visitors. ^ ™ require- 

b » Property Passes 

(1) Sv^e^TC *» «“°™1 Of le.tor-miYiog 

*^pewiters, adding machines, ste notype machines, 

304 radio equipment, and radios. This vOl apply to 
u&X property as wll as to Govermas ut property* 

<8) SSSS. 1 ^* =P.S£i * for the remove of «ttee«., 

po ? X *«”*' o»«oK*», booke, nor will 

(3) S5^S!£\S^ flXQ “* om «* 

c« Eaployeei? 


(i> 


fscillty, the employee’s Image 

£*£.flf£l5 ITST “ ol1 «»* *» — 

it is the ftttthorisedto^r.^L^e^fiL^S £ r,c ? »J«senting 
badge or dssg la not in i +«t>i •* ■,. possess ion of a building 
Irr 6 , paBG la 1101 ln itself a license to enter a CIA building 
AH em ploye will di^Uy their buildin* image or pg. 

„ _ iM ** 'fi? 1 ** f^ogoition u Kourste end ae expeditious u 

bu n ding - ou!S. p ?r?S. v iii [ ,^ p,r * te *° <un “ t wrt “ t vlth «» 
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( 3 ) 


(b) 


( 2 ) 


(a) Personnel initially entering on duty with the Agency as staff 
employees* con sult a n ts, or detailed military personnel shall 
“f in writing by the Office of Personnel to report -to 

the Office of Security fear issuance of an appropriate badge or 
pass « 

Tho appropriate official: of the consonant to which the indi- 
Xir?* 1 is to be assigned shall be responsible for advising the 
!f Persomi ® 1 of limitations, restrictions, or Special 
instructions that nay be required by the Office of Security for 
preparation of the requested badge or pass. 

For purposes of security practise on admission sad departure, work- 
fc*g hours ere considered to be from 7 a.a, to 7 p.m> Monday through 
Satttraay. During these hours jstaff employees who possess a badge 

dSiS t L ClA «5* e i 1 F lw upon presentation of the «e? 

aential to the Guard. The badge or pass does not give authority 

n^ed 1 ^^ 0 ^^/?!^ 1 ^ 1 ** ^° h are ^ted, or otherwise dosig- 
? restricted Area", unless such authority has been 
included in the credential by means of a recognised and authorita- 
tive numerical designator placed thereon and incorporated in the 
construction of the cadge car pass by the Office of Security. Upon 
Z “tMtaiajjtitm during nonworking hours, in 

addition to showing a badge, employees will sign the Guard register. 

f ? re ; t ? hl * b,d «f ’ riU »»«* to tto Beo^ptionlat 
himself as an Agency employee. The Receptionist will 
require tba- the eagdoyee make telephonic contact with anot her 
aagtloyee in his immediate office for the purpose of identification. 

The person asking the Identification of the exqployee who has for- 
hl J 4 bad f® yiU be *^< 3 Plrsd to report to the Receptionist to 
t v^ 58 * *5 * displacing hie own CIA badge. After identifica- 
tion of the parties involved, the Receptionist will issue the am- 

Z A ? al f2 lc ? C * rd wtlich tbe words "Forgotten Badge - So 

inl eLln^^A shal j7 be ! s ^ E 5 >ed after being signed by the identify- 
ing «q?l°yee. An eraployeie who has forgotten or lost his badge and 
desires admittance to an installation after working hours win 

lS? w T4(l)*S/ or: * rUitor u “ ter lik * • to — *-«-• ^ 

•’ l 

(k) Covert Personnel 

2 1 **® iS necesaary covert personnel into an Agency 

tfeqhest from the Operating Official for a limited pass 

S^port Division, Office 0 / 
via tb ® CI Staff, for concurrence , Each request shall 

/>/!' ’ \ 

/.• ; . V 

5 \ 
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(a) Present eaplcyment status of the individual 

(b) Intended future covert status 

(c) leceseity for bring tbs individual into a CIA facility 

(d) Basis for tbs belief that such action will not inpair the 
individual's future usefulness to CIA* 

Covert personnel will not under any conditions be admitted to Agency 
facilities as visitors. Covert personnel entering Agency facilities 
for termination interview or for other purposes connected with 
termination are a separate problem, and each case shall be treated 
indiv iduall y by the Operating Official concerned In coordination 
with the Director of Security and the Director of Personnel. 

(5) lost or Stolen Badges 


(a) A CIA badge or pass is considered a security control) therefore, 
all personnel shall at all times use every precaution to pre- 
vent the badge or pass from falling into unauthorized hands 
through carelessness or theft. The 1 ms of a badge, regardless 
of the circumstances, shall be reported immediately by telephone 
to the Office of Security. Written confirmation, of the telephonic 
report shall be prepared aa soon thereafter as ie possible, and 
will be forwarded to the Director of Security through administra- 
tive channels Inc ludin g the Security Officer of the component 
concerned. The written report will contain full details sur- 
rounding the loss, i n c lud in g specific or general area location, 
activity engaged in, date ami approximate time, and any action 
taken to regain possession. The foregoing procedures shall 

also apply to any Agency identification credentials which have 
become lost or stolen. 

(b) Sis first loss of an Agency hedge by the holder will not be 
considered as a s ecurity vio lation) however, in accordance with 
the provisions of ^^^^H|two such losses within one year 
will be charged as eeecuriV violation against the individual* 

(e) If circumstances warrant, the Director of Security may require 
a two- week waiting period before the lost badge is replaced. 

(d) Employees who have lost badges or whose badges have been stolen 
stall be processed on entrance into Agency facilities in aeoard- 
anae with the requirement* under paragraph 5c (3) above. Con- 
sultants and liaison personnel who bare lost their badges or 
passes shall be admitted as visitors. 
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4. Visitors 

(1) Only visitors on official business will be permitted to eater CIA 
facilities. All visitors entering CZA facilities will be directed 
W the Guard to report to the Receptionist, and thereafter will be 
admitted only under escort and upon presentation of a duly ex ecuted. 
Item So. 38-4 : Admission Card. An Admission Card vUl not be issued 
hjr the Receptionist unless author iced by an Agency staff employee 
concerned with the matter of the visit. Upon completion of the 
visit, the interviewer will sign his name in ink on the Admission 
Card and indicate the time of departure. The visitor shall then be 
escorted back to the Receptionist for exit from the building. If 

It is necessary for a visitor to call upon two or more employees 
located in different offices within a building or area, the first 
interviewer will escort the visitor to the second, and the last 
interviewer will escort the visitor to the receptionist desk. All 
escorts must be staff employees, and at the time they arrive to 
escort a visitor to sad firms the reception room will be required 
to display their CIA badges to the Receptionist. Special considers- 
tiona and control requirements govern the of all visitors 

who are foreign nationals . The Director of Security, in coordina- 
tion with the Deputy Directors, will be responsible for establishing 
control requirements with respect to these visitors. 

(2) Upon entering or leaving an installation during networking hours, 
visitors will sign in and out on the Guard register, and Form 
So. ^328 r After-Eours Visitor Admittance Pass, will be used in place 
of For* So. 38-4. The seme procedures will apply with the Guard 
performing the functions of the Receptionist. 

' ■ f‘ : 

1 

e. Consultants and Liaison Personnel \ 

(1) Requests for badges or passes for liaison personnel \of the Executive 
Itaaach of the Government, and for other personnel not assigned, 
detailed, or associated with the Agency in an employee -employer 
relationship shall be forwarded through administrative channels of 
the component concerned to the Director of Security. The request 
*b*ll eet forth In detail the justification for the issuance. 

Badges or passes shall not be issued to personnel in this category 
unle ss there is a clearly established need on a continuing basis 
for the issuance of such identification. The appropriate official 
of the component concerned shall be responsible for 'the Control of 
badges and passes in this category and shall ensure that they are 
surrendered to the Office of Security when the requirement no 
exists. \ 
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( 8 ) 


a f d liaison personnel who possess authentic badges or 
issued b y the Office of Security SlT be 

“ cordan f® the Halations con- 

fhe flh ar d shaljMa^iaaui^SJf^*?^ i,fc s presentation to the Guard. 

to register the number of the limited 

«*.■* «tr«noe «* «lt. Should tSeliS,. 
16 foi \ a COQ 8ultant or liaison officer to a visit to an 
A^y area not included in the limitation of hi. S£e J pass/hT 

of this regulation.** * vi>itar 10 * ccordance with the provisions 


O) lleleon personnel, on presentation or an authentic 

h^or^ l. ^ In ec oordence with the foregoing proSSs, 
that the ww. t^° facilities during after hours, provided 

SSs^l^hTcCS * ^ttence during working 

«» uS& th ° < ™* ber or 

the npeciric iStrtti Si=££ 2 ^ 


f * Maintenance, and Service Personnel 


(l) 


(e) 


(3) 


t*^|ttHiiid^ 

t0 ^ ® Jar ^ of an authentic G8A identification had^° a 
and snack bar personnel shall be ®/hni ++**a Ispbooe re» 

"“*■ ee eet ftSSJ ^o2u!SS1nd ln iS^”.S2l. 

*** *?. f a * r f enc y * the only maintenance, service, or repair oer- 

SfftTSJS £ tTJStSS^ T 1 ” 8 —«“«• »5S *“ 

x r^d surariisrs s- 

Sign the ward register upon entering and leaving the building 
Ccinerclal, contract, and special workmen vill be ***rH ++&a +- . 

“*£ SfS sstris? 

u ^£.* 5 ! <tf«oe of Security. Such personnel, 

the escorting may be done by a CIA Guard, ' ^ emergency cases 
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